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Information and computer security has moved from the confines of acade-
mia to mainstream America in the last decade. The Code Red, Nimda, and
Slammer attacks were heavily covered in the media and broadcast into the
average American’s home. Today, the Internet has turned 40, and with its
maturing, the threats are increasing. Botnets and cyber-criminals are mak-
ing news regularly. It has become increasingly obvious to everybody that
something needs to be done to secure not only our nation’s critical infra-
structure but also the businesses we deal with on a daily basis. The question
is, “Where do we begin?” What can the average information technology
professional do to secure the systems that he or she is hired to maintain?
One immediate answer is education and training. If we want to secure our
computer systems and networks, we need to know how to do this and what
security entails.

Complacency is not an option in today’s hostile network environment.
While we once considered the insider to be the major threat to corporate net-
works, and the “script kiddie” to be the standard external threat (often thought
of as only a nuisance), the highly interconnected network world of today is a
much different place. The U.S. government identified eight critical infrastruc-
tures a few years ago that were thought to be so critical to the nation’s daily op-
eration that if one were to be lost, it would have a catastrophic impact on the
nation. To this original set of eight sectors, more have recently been added. A
common thread throughout all of these, however, is technology—especially
technology related to computers and communication. Thus, an individual, or-
ganization, or nation who wanted to cause damage to this nation could attack it
not just with traditional weapons but with computers through the Internet. It is
not surprising to hear that among the other information seized in raids on ter-
rorist organizations, computers and Internet information are usually seized as
well. While the insider can certainly still do tremendous damage to an organi-
zation, the external threat is again becoming the chief concern among many.

So, where do you, the IT professional seeking more knowledge on secu-
rity, start your studies? The IT world is overflowing with certifications that
can be obtained by those attempting to learn more about their chosen pro-
fession. The security sector is no different, and the CompTIA Security+
exam offers a basic level of certification for security. In the pages of this book
you will find not only material that can help you prepare for taking the
CompTIA Security+ exam but also the basic information that you will need
in order to understand the issues involved in securing your computer sys-
tems and networks today. In no way is this book the final source for learning
all about protecting your organization’s systems, but it serves as a point
from which to launch your security studies and career.
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One thing is certainly true about this field of study—it never gets boring.
It constantly changes as technology itself advances. Something else you will
find as you progress in your security studies is that no matter how much
technology advances and no matter how many new security devices are de-
veloped, at its most basic level, the human is still the weak link in the secu-
rity chain. If you are looking for an exciting area to delve into, then you have
certainly chosen wisely. Security offers a challenging blend of technology
and people issues. We, the authors of this book, wish you luck as you em-
bark on an exciting and challenging career path.

Wm. Arthur Conklin, Ph.D.
Gregory B. White, Ph.D.
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Computer security is becoming increasingly important today as the number
of security incidents steadily climbs. Many corporations are now spending
significant portions of their budget on security hardware, software, ser-
vices, and personnel. They are spending this money not because it increases
sales or enhances the product they provide, but because of the possible con-
sequences should they not take protective actions.

Why Focus on Security?

Security is not something that we want to have to pay for; it would be nice if
we didn’t have to worry about protecting our data from disclosure, modifi-
cation, or destruction from unauthorized individuals, but that is not the en-
vironment we find ourselves in today. Instead, we have seen the cost of
recovering from security incidents steadily rise along with the rise in the
number of incidents themselves. Since September 11, 2001, this has taken on
an even greater sense of urgency as we now face securing our systems not
just from attack by disgruntled employees, juvenile hackers, organized
crime, or competitors; we now also have to consider the possibility of at-
tacks on our systems from terrorist organizations. If nothing else, the events
of September 11,2001, showed that anybody is a potential target. You do not
have to be part of the government or a government contractor; being an
American is sufficient reason to make you a target to some, and with the
global nature of the Internet, collateral damage from cyber attacks on one
organization could have a worldwide impact.

A Growing Need for Security Specialists

To protect our computer systems and networks, we will need a significant
number of new security professionals trained in the many aspects of com-
puter and network security. This is not an easy task as the systems connected
to the Internet become increasingly complex, with software whose lines of
code number in the millions. Understanding why this is such a difficult prob-
lem to solve is not hard if you consider how many errors might be presentin a
piece of software that is several million lines long. When you add the addi-
tional factor of how fast software is being developed—from necessity as the
market is constantly moving—understanding how errors occur is easy.

Not every “bug” in the software will result in a security hole, but it doesn’t
take many to affect the Internet community drastically. We can’t just blame the

Introduction



XXiv

vendors for this situation, because they are reacting to the demands of govern-
ment and industry. Most vendors are fairly adept at developing patches for
flaws found in their software, and patches are constantly issued to protect sys-
tems from bugs that may introduce security problems. This introduces a whole
new problem for managers and administrators—patch management. How im-
portant this has become is easily illustrated by how many of the most recent se-
curity events have occurred as a result of a security bug for which a patch was
available months prior to the security incident; members of the community had
not correctly installed the patch, however, thus making the incident possible.
One of the reasons this happens is that many of the individuals responsible for
installing the patches are not trained to understand the security implications
surrounding the hole or the ramifications of not installing the patch. Many of
these individuals simply lack the necessary training.

Because of the need for an increasing number of security professionals
who are trained to some minimum level of understanding, certifications
such as the Security+ have been developed. Prospective employers want to
know that the individual they are considering hiring knows what to do in
terms of security. The prospective employee, in turn, wants to have a way to
demonstrate his or her level of understanding, which can enhance the can-
didate’s chances of being hired. The community as a whole simply wants
more trained security professionals.

Preparing Yourself for the Security+ Exam

Principles of Computer Security: CompTIA Security+ and Beyond, Third Edition
is designed to help prepare you to take the Security+ certification exam.
When you pass it, you will demonstrate you have that basic understanding
of security that employers are looking for. Passing this certification exam
will not be an easy task, for you will need to learn many things to acquire
that basic understanding of computer and network security.

How This Book Is Organized

The book is divided into chapters to correspond with the objectives of the
exam itself. Some of the chapters are more technical than others—reflecting
the nature of the security environment where you will be forced to deal with
not only technical details but also other issues such as security policies and
procedures as well as training and education. Although many individuals
involved in computer and network security have advanced degrees in
math, computer science, information systems, or computer or electrical en-
gineering, you do not need this technical background to address security ef-
fectively in your organization. You do not need to develop your own
cryptographic algorithm, for example; you simply need to be able to under-
stand how cryptography is used, along with its strengths and weaknesses.
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Asyou progress in your studies, you will learn that many security problems
are caused by the human element. The best technology in the world still
ends up being placed in an environment where humans have the opportu-
nity to foul things up—and all too often do.

Onward and Upward

At this point, we hope that you are now excited about the topic of security,
even if you weren't in the first place. We wish you luck in your endeavors
and welcome you to the exciting field of computer and network security.

Introduction
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m CompTIA Security+

Designed for IT professionals focused on
system security.

Covers network infrastructure, | S eC U Fi tm N

cryptography, assessments, and audits.

Security+ is mandated by the U.S. Department of Defense and is
recommended by top companies such as Microsoft, HP, and Cisco.

w It Pays to Get Certified

In a digital world, digital literacy is an essential survival skill. Certification
proves you have the knowledge and skill to solve business problems in vir-
tually any business environment. Certifications are highly valued creden-
tials that qualify you for jobs, increased compensation, and promotion.

Security is one of the highest-demand job categories—growing in im-

portance as the frequency and severity of security threats continue to be a
major concern for organizations around the world.

Jobs for security administrators are expected to increase by 18 percent;
the skill set required for these types of jobs map to CompTIA Security+
certification.

Network security administrators can earn as much as $106,000 per year.

CompTIA Security+ is the first step in starting your career as a
network security administrator or systems security administrator.

CompTIA Security+ is regularly used in organizations such as Hitachi
Information Systems, Trendmicro, the McAfee Elite Partner program,

the U.S. State Department, and U.S. government contractors such as

EDS, General Dynamics, and Northrop Grumman.
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How Certification Helps Your Career

Learn new Retain your job Want to change Stick out from ITis
skills to get a and salary jobs the resume pile everywhere
job

CompTIA Career Pathway

CompTIA offers a number of credentials that form a foundation for your ca-
reer in technology and that allow you to pursue specific areas of concentra-
tion. Depending on the path you choose, CompTIA certifications help you
build upon your skills and knowledge, supporting learning throughout
your career.

Fundamental Skills Core Certifications with CompTIA Certifications Vendor
to Prepare for Transferable Skills to and Certificates Technology
Certification Other Technologies
IT F i —>‘ Hardware
credential for for multiple careers ol I 1ol l 1
multiple careers —>
Strata  [Strata cisco
st , (AR | [Buata [Stata
Stratar —
TRUNDAMENTALS Average salary: $50,364* ﬁ r'-
Career paths: Possible job roles: A 3 SeNern.
« A+ certification + Help Desk/Technical
« General job prep + Support Specialist
v PDIE} |CTPER
Network+ and two years —>
networking experience _>‘ Systems [N
|Network|l
—> i — Network3
Average salary: $63,027*
Possible job roles: .
+ Network Admin Securlty_ﬂ,
+ Network Technician moﬂ‘
v LinuxE3 §£I;§t@ > Technology
Two years network sewenee o o Associate
administration with
security focus
N . —)‘ Methodology —>
|Secur|1:yﬂ,
—> r"- .
Average salary: $93,667* PI’OjeCt n
Possible job roles: .
* Security Specialist > ORACLE
« Network Admin CTT

*Source: Computerworld Salary Survey 2010—U.S. salaries only
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w Steps to Getting Certified and
Staying Certified

Review exam objectives. Review the certification objectives to make
sure you know what is covered in the exam:
www.comptia.org/ certifications/testprep /examobjectives.aspx

Practice for the exam. After you have studied for the certification,
take a free assessment and sample test to get an idea what type of
questions might be on the exam:

www.comptia.org/ certifications/testprep /practicetests.aspx

Purchase an exam voucher. Purchase exam vouchers on the
CompTIA Marketplace, which is located at:
www.comptiastore.com

Take the test! Select a certification exam provider, and schedule a
time to take your exam. You can find exam providers at the
following link:

www.comptia.org/ certifications/testprep / testingcenters.aspx

Stay Certified! Meet the Continuing Education Requirement.
Effective January 1, 2011, new CompTIA Security+ certifications are
valid for three years from the date of your certification. There are a
number of ways the certification can be renewed. For more
information go to:

http:/ /certification.comptia.org/getCertified / steps_to_
certification/stayCertified.aspx

= Join the Professional Community

The free online IT Pro Community provides valuable content to students
and professionals.

Career IT job resources include
Where to start in IT
Career assessments

Salary trends
U.S. job board

Join the IT Pro Community and get access to:

m  Forums on networking, security, computing, and cutting-edge

technologies

m  Access to blogs written by industry experts
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m  Current information on cutting-edge technologies

®m  Access to various industry resource links and articles related to IT

and IT careers
CompT A
A OFFICIAL
MULTI-LAYERED LEARNING

TOOLS INCLUDED

= Content Seal of Quality

This courseware bears the seal of CompTIA Approved Quality Content.
This seal signifies this content covers 100 percent of the exam objectives and
implements important instructional design principles. CompTIA recom-
mends multiple learning tools to help increase coverage of the learning
objectives.

= Why CompTIA?

®  Global recognition CompTIA is recognized globally as the leading
IT nonprofit trade association and has enormous credibility. Plus,
CompTIA’s certifications are vendor-neutral and offer proof of
foundational knowledge that translates across technologies.

= Valued by hiring managers Hiring managers value CompTIA
certification because it is vendor- and technology-independent
validation of your technical skills.

® Recommended or required by government and businesses Many
government organizations and corporations (for example, Dell,
Sharp, Ricoh, the U.S. Department of Defense, and many more)
either recommend or require technical staff to be CompTIA certified.

m  Three CompTIA certifications ranked in the top 10 In a study by
DICE of 17,000 technology professionals, certifications helped
command higher salaries at all experience levels.
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m How to Obtain More Information

m  Visit CompTIA online Go to www.comptia.org to learn more
about getting CompTIA certified.

m  Contact CompTIA Please call 866-835-8020, ext. 5 or e-mail
questions@comptia.org.

® Join the IT Pro Community Go to http://itpro.comptia.org to join
the IT community to get relevant career information.

m  Connect with CompTIA Find us on Facebook, LinkedIn, Twitter,
and YouTube.

m CAQC Disclaimer

The logo of the CompTIA Approved Quality Curriculum (CAQC) program
and the status of this or other training material as “Approved” under the
CompTIA Approved Quality Curriculum program signifies that, in
CompTIA’s opinion, such training material covers the content of
CompTIA’s related certification exam.

The contents of this training material were created for the CompTIA Se-
curity+ exam covering CompTIA certification objectives that were current
as of the date of publication.

CompTIA has not reviewed or approved the accuracy of the contents of
this training material and specifically disclaims any warranties of merchant-
ability or fitness for a particular purpose. CompTIA makes no guarantee
concerning the success of persons using any such “Approved” or other
training material in order to prepare for any CompTIA certification exam.
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For instructor and student resources, check out www.PrinciplesSecurity3e
.com. Students will find chapter quizzes that will help them learn more about
computer security, and teachers can access support materials (ask your sales
representative for details).

m Additional Resources for Teachers

The Principles of Computer Security: CompTIA Security+ and Beyond Online
Learning Center (www.PrinciplesSecurity3e.com) provides many resources
for instructors:

m  Answer keys to the end-of-chapter activities in the textbook
= Answer keys to the lab manual activities

m  Access to testbank files and software that allows you to generate a wide
array of paper- or network-based tests, and that features automatic
grading

®  Hundreds of practice questions and a wide variety of question types
and difficulty levels, enabling you to customize each test to maximize
student progress

m  Blackboard cartridges and other formats may also be available upon
request; contact your sales representative

m  Engaging PowerPoint slides on the lecture topics (including full-color
artwork from the book)

Instructor and Student Web Site .



